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In this article, we will examine the value that achieving ISO 27001 compliance and certification can offer an
organization. You’ll learn about the history of ISO/IEC 27001, the benefits of certification, and the difference 
between ISO 27001 compliance and other related security standards. 


By the end of this article, you’ll understand how these international security standards support DevOps processes, 
what controls must be in place to become ISO 27001-compliant, and how ISO 27001 guidelines can help your 
organization develop a more secure information security management system (ISMS).
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History of ISO 27001

As cybersecurity needs evolved and more organizations adopted ISMSes, the British Standards Institute Group (BSI Group)
sought to define IT standards outlining how organizations should design their ISMS to secure their information assets. 


In 1995, the BSI partnered with the United Kingdom Government’s Department of Trade and Industry (DTI) to write 
vendor-neutral standards that uphold the availability, confidentiality, and integrity of an organization’s data and proprietary 

information. These essential IT standards—known as BS 7799—became the foundation for today’s ISO 27001 standard. 


The first part of BS 7799 focused on general information security management standards. After multiple revisions, the ISO 

adopted the first part of BS 7799 in 2000 and called it ISO/IEC 17799. After further revision, it was renamed ISO/IEC 27002
in 2007. ISO 27002 provides additional guidance to implement security controls recommended in ISO 27001.


The second and third parts of BS 7799 ultimately became the ISO 27001:2005 standards. These guidelines specify how to 
implement an ISMS and define standards for analyzing risk within ISMS processes, procedures, and controls. The ISO 

adopted both parts in 2005 and incorporated a certification option for organizations to demonstrate their ISO 27001 
compliance. 


The latest version of ISO 27001 cybersecurity by definition—updated in 2013—helped standardize ISMS design and 
implementation by introducing the Annex SL template. This high-level structure ensures that all systems share a similar look, 

feel, compatibility, and functionality to comply with multiple ISO standards. The updated version also defines additional 
controls that further support protecting an organization’s information assets.

ISO/IEC 27001, or ISO 27001, is the international standard that defines best practices for implementing and managing 
information security controls within an information security management system (ISMS). 


ISO/IEC 27001 is one part of the overarching  determined by the International 
Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC). The purpose of ISO 27001 

is to address how organizations establish, monitor, maintain, and improve their ISMS to keep their data, documents, and 
other information assets secure. 


Organizations that can demonstrate their processes and controls meet ISO 27001 compliance requirements during a 
two-stage audit are eligible to receive certification from their country’s certifying body. This certification verifies that the 

organization’s security systems and IT processes follow current best practices.

ISO 27000 family of security standards
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What is ISO 27001?
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Why is ISO 27001 Important?

As data breaches become more common, companies have become increasingly vigilant about their cybersecurity methods. 
Now, many organizations expect their partners and vendors to manage their data with a similar level of vigilance. 


Keeping data, organizational information, and other information assets safe is a top priority, with many clients and partners 
expressly dictating security expectations within their contracts. As the only globally recognized standard for information 

security management, ISO 27001 certification has become a competitive advantage that proves an organization effectively 
manages its information assets.

Compared to similar regional standards defined by individual countries, ISO 
27001 is often considered a more rigorous security standard. In part, that’s 

because ISO 27001 focuses on all three pillars of information security: 
people, processes, and technology. 


Unlike IT security initiatives that don’t extend past the IT department, the 
ISO 27001 information security standards involve protecting information 

assets across the organization. That means multiple teams are trained and 
committed to proactively protecting company information and data to 

maintain high compliance standards.

The documentation required for ISO 27001 certification requires businesses to clearly define the business processes and 
procedures designed to maintain, monitor, and improve the ISMS for exceptional asset security. 


It also defines who is responsible for managing these processes. This can improve operational efficiency, reduce human 
error, improve identity and access management practices, and ultimately provide a more cost-effective way to handle 

security management.


Since improvement is built into the certification and recertification process, your organization can proactively prevent 

security breaches and unexpected security gaps, too. Achieving and maintaining ISO 27001 compliance involves regular 
internal and external audits to find nonconformities and improvements. Plus, management audits ensure that teams 

successfully complete recommended implementations.
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Benefits of ISO 27001 Certification

Meeting the rigorous ISO 27001 standards for certification can be resource-intensive and time-consuming, often taking up 
to 18 months from the start of the initial  in addition to the baseline . 

Despite these requirements, ISO 27001 certification comes with many benefits that set your organization apart from the 
competition.

certification process ISO 27001 certification cost

“[With ISO 27001] multiple 
teams are trained and 
committed to proactively 
protecting company 
information and data to 
maintain high compliance 
standards."
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For example, as the only internationally recognized security standard for ISMS management, some organizations require the 
companies they work with to demonstrate ISO 27001 compliance or certification. Thus, certification can help you attract and 

retain clients.


This gives organizations of all sizes a clear business advantage and a strong reputation within the international marketplace. 

Plus, even before your organization is officially certified, external audits showing your alignment with ISO 27001 ISMS 
standards can offer peace of mind to new customers or clients.


The regular auditing schedule required for compliance also helps improve your security posture, streamline regulatory and 
compliance reporting, and present new opportunities to strengthen your ISMS as your organization grows and new risks 

emerge. This is a clear benefit of ISO 27001 for startups.


An  conducted by an auditing firm or certifying body also provides valuable insight that can help your 

organization create more efficient policies or procedures, close security gaps, and improve controls. Stronger security 
practices reduce the likelihood of a successful breach, so your organization can avoid fines and maintain customer trust. 


As your organization scales and grows, the documentation process that accompanies certification helps clearly define who is 
responsible for individual security management practices. Yearly auditing lets your team regularly review existing security 

practices and maintain a strong foundation that strengthens your organization as a whole, showcasing an obvious benefit of 
ISO 27001 for a small business.

ISO 27001 audit

When the ISO 27001 was updated in 2013, the new version of the ISO 27001 framework adopted a two-part structure. This 
ISO 27001 overview answers the question, “What does the ISO 27001 standard cover?” in detail.
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ISO 27001 Structure

Part 1 of ISO 27001

The first part of what is in ISO 27001 details 11 clauses (numbered 0-10) 
that cover the general standards plus the mandatory requirements and 

necessary documents an organization needs for ISO 27001 compliance. 
The first four clauses offer context to help your organization better 

understand what ISO 27001 is for and how to prepare for an ISO 27001 
audit, detailing:

1

2

3

4

An introduction to ISO 27001 standards


The scope of ISO 27001


Normative references


Relevant terms and definitions
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Clauses 4-10 in the ISO 27001 guidelines explain the 

fundamental requirements and essential documentation 

needed to meet during your two-stage initial 

certification audit, including:

Leadership


This section helps organizations create a Policy Statement, 
which explains the stakeholders involved in your ISMS 

implementation, demonstrates the leadership team’s 
commitment to achieving ISO 27001 compliance, and 

details who will complete ISMS maintenance tasks.

Support


This section leads organizations to determine how they 
will manage resources to maintain and improve their ISMS 

in alignment with five essential activities: competence, 
awareness, communication, documentation, and records 

management.

Operation


This section helps organizations mitigate risk by creating 
a required risk assessment report and risk treatment plan.

Planning


This section helps organizations to create objectives 
based on risks and opportunities. Organizations use this 

information to establish a plan to maintain a risk-based 
approach to ISMS management and determine how they 

will monitor and measure their objectives.

Improvement


Helps organizations create a process for recording and 
managing recommendations for improvement and 

non-conformities discovered during audits.

Performance Evaluation


This section guides organizations to define procedures for 
measuring, monitoring, and maintaining ISMS records. It 

also includes information establishing an internal audit 
schedule and management reviews to address 

remediation actions for issues discovered during audits.

The Context of the Organization


This section details how to create the ISMS Scope 
document. This document defines the boundaries of your 

organization’s ISMS, what elements of your ISMS are 
reviewed for certification, and which controls are relevant 

to the scope of your project.
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The initial certification process for ISO 27001 certificate eligibility comprises two stages: a documentation review audit 
and an evidential audit. The clauses detailed in part 1 of the ISO 27001 structure help organizations prepare written 

documentation, processes, procedures, and guidelines that explain your ISMS implementation and the business 
processes that support it. 


These documents are then reviewed by an approved, objective auditor during the Stage 1 Documentation Review. 
During this first stage, the auditor ensures that a company’s documentation aligns with ISO 27001 standards and may 

recommend them for certification.

Part 2 of ISO 27001

During Stage 2 of the initial certification process, an approved auditor from an accredited certifying body reviews your 
organization’s ISMS processes and controls in action. This audit includes finding evidence that shows controls in place 

work effectively, efficiently, and in alignment with the documented processes reviewed in Stage 1.


The second part of ISO 27001 is referred to as Annex A. This section details 114 controls across 14 domains that 

organizations should implement or follow, depending on the scope of their ISMS certification. 


Not every control will apply to every company’s implementation. Instead, the company defines which controls are 

relevant based on their scope in a Statement of Applicability (SoA). In the SoA, the organization justifies which of the 114 
ISO 27001 controls to implement or not based on their risk assessment, business need, or legal/contractual obligation.


Once the relevant controls are defined, an auditor collects evidence to prove that the controls identified in the SoA align 
with the standards outlined in Annex A. If the implementation of these controls and appropriate business processes 

operates as expected, an organization is eligible for ISO 27001 certification.
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ISO 27001 Controls

The controls defined in Annex A go beyond the responsibility of IT. The 114 
controls sorted into 14 category domains detail security measures that support 

information asset management best practices across the organization, even if the
scope of an organization’s ISMS ISO 27001 certifications is more limited. These 14

domains include:

Creating controls for risk management and demonstrating their success is an essential part of achieving ISO 27001
certification. As part of the organization’s risk treatment plan, some control objectives must be put in place during the 

certification process.


Businesses explain their choice to use or not use each control in Annex A within their SoA. However, based on the updated 

guidelines in ISO 21007:2013, there is no express requirement to use the controls suggested in Annex A. These controls 
simply provide a framework for organizations to create controls that help them identify, monitor, and mitigate risks and 

support their risk treatment plan.


If organizations choose to adopt these controls, ISO 27002 contains further information on how to implement the controls

in Annex A. Otherwise, organizations may also choose to implement different controls that may be more applicable to their 
business, legal, or contractual needs.

Information Security Policies  


Organization of Information Security  


Human Resources Security  


Asset Management  


Access Control  


Cryptography  


Physical and Environmental Security  


Operational Security  


Communications Security  


System Acquisition, Development, and Maintenance  


Supplier Relationships   


Information Security Incident Management   


Compliance


Information Security Aspects of Business Continuity Management   
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